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Set

A set is a collection of objects. Given two setkey concepts
include

oe(n_1p’ty_s/a:(2)

@ Ais asubset of B: AC B

o union of Aand B: AUB

o intersection of A and B: AN B

e complement of A: A°

@ De Morgan's laws:

(AUB)® = A°N B°
(ANB)* = AU B°
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Venn Diagram
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Sample Space & Event

° The of an experiment: the set of all possible
outcomes-ef-the experiment.

® An event A is a subset of the sample space S. S=/12, 5 9%

@ A occurred if the actual outcome is in A.

A O|Arrs

_—

@ ___________
@ \ Acg
@
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Example: Coin flips

A coin is flipped 10 times. Writing Heads as(:?and Tails as@ Then
o An outcome is a sequence (s1,5,...,510) with s; € ill 1}.

——

@ The sample space: the set-of all such sequences. 4|5
° A-' the event that the jth flip is Head. < -
o B: the event that at least one flip was Head (B U L A)
— ———————— -___\
o C: the event that all the flips were Heads. (C = N12,A))
— _— =1t g7
@ D: the event that there were at least two consecutive Heads.
(D=

Uj:l (Aj n Aj+1))
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Translation Between

nglis

Set

English Sets
Events and occurrences

sample space S

s is a possible outcome \/ seS
A is an event ACS
A occurred Sactual € A
something must happen Sactual € S

New events from old events

A or B (inclusive)

Aand B

not A \/
A or B, but not both

at leagt one of Ay,..., A,

all of Ay,..., A,

AUB
ANB
AC
(AN B°) U (A°N B)
AjU---UA,
Ain---NA

Relationships between events

A implies B

e ——

A and B are mutually exclusive

Ai,..., A, are a partition of S

(0 for i #j
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Probabilistic Model

(o B

(Set of possible outcomes)
Events
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© Naive Definition of Probability & Counting
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Naive Definition of Probability

@ Assumption 1: ﬁli’_cgwr_)a_ce/
@ Assumption 2: all outcomes occur equally likely

Definition
Let A be an event for an experiment with a finite sample space S.
The naive probability of A is

___A/-b—’

gy (A)_ rimber of outcomes favorable 104

na e
i S| total number of outcomes in S
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Pascal-Fermat Correspondence: Unfinished Game

HH T s W)
Aie~ Jod

bap - 1of
Alice and Bob play a game with a pot of 40 $, where the one wins
three tosses of a fair coin will get the whole pot. On each round,

Alice chooses heads, Bob chooses tails. But for some reason they
have to abandon the game after three rounds, with Alice ahead, 2 to

1. How do they divide the pot? T
< » HH  HT 7H 77
U W) = 4if 3:2 — —
/ 4 Al co |/ v \5/’1 2%

e ) v
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Solution
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Basic Counting

e Sampling: sampling from a set means choosing an element
fdraw/aﬁs_g_[_np_le) or multiple elements (draw samples) from that
set.

@ With Replacement & Without Replacement: put each
element(object) back or not after each draw. Or “repetition is

” _—
allowed or not”.
- —

@ Ordered & Unordered: ordering matters or not.
- ————— —— ——
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Basic Counting

@ Ordered Sampling with Replacement

— —

@ Ordered Sampling without Replacement
STEY SaTPTe WItHOUE Repiatel

@ Unordered Sampling without Replacement

@ Unordered Sampling with Replacement
,—%
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Basic Counting

Choose k elements from a set with n elements (choose k objects out
of n distinguishable objects), the number of possible ways:

—_—

Order Matters Order Not Matter

with replacement
without replacement
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Basic Counting

Choose k elements from a set with n elements (choose k objects out
of n distinguishable objects), the number of possible ways:

Order Matters Order Not Matter

with replacement /7]

without replacement 7/
T
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Multiplication Rule 2x5=6

ice cream cone with several choices:
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Multiplication Rule in General

\ Nixn, )(y'j,/,,y

ves

ch! cho ch@ c

Stage 1 Stage 2 Stage 3 Stage 4

Ziyu Shao (ShanghaiTech) Lecture 1: Probability and Counting September 24, 2024 19/75



Ordered Sampling With Replacement
al ®¥x o KR

n A i X - n :/lb'

Theorem
Consider n objects in a set and making k choices from them, one at a

time with replacement (i.e., choosing a certain object daes not
preclude it from being chosen again). Then there areéj Zossible

outcomes.
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Ordered Sampling Without Replacement @ @
iy H 2 B #e
on X n-| x N-ta-y
Theorem

Consider n objects in a set and making k choices from them, one at a
o N e o o 5 c o

time without replacement (i.e., choosing a certain object preclude it
from being chosen again). Then there are n(n —1)---(n— k + 1)
possible outcomes for k < n (and 0 possibilities for k > n). When
k = n, there are n! possible outcomes, each outcome is called a
“permutation” of such n objects.

Axo-)x x| =n!
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RZ 364 . piermhete

Priacple p- (

Exa : !'rthday Problem

Choose R tlemants oOnt &f Flia, JI.S;

There are k people in a room. Assume each person’s birthday is
equally likely to be any of the 365 days of the year (we exclude
February 29), and that people’s birthdays are independent (we
assume there are no twins in the room). What is the probability that
two or more people in the group have the same birthday? 7

ol
2Jent A = Z 2 peopie have —the dame b)\fthd7 v
C ol
A = No &1e Shae the Same bl\fﬂui?"/.

—

P(AT) = (= PA)
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Solution of Birthday Problem
(h-samie of ric dys Withant eplucen,|

PAC) = Acl R
( /z‘Jamﬂe 7[ 3 dogs i n vepluc, /

[s|

365 (Ms-1) (345-2) - Gu-hry)

]

345/‘

pz /25‘54_(
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Solution of Birthday Problem (%) =3

P

i) ~

.......o Ll
N .Q.. {
[$] o
-'(_6 ...
S i 1
& r
© )
.g‘C_- o (
R R et .
© o ( |
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5 K 4‘
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S . ‘ [
o - \
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Generalized Birthday Problem/ At 22 peopie Shome

pAC) - ) ok e Came gt
— n X
« ( 1
L el iy e
/ll n . n ‘._ 1 In e~X A X

@ Each of k people has a random number/( “birthday”) drawn from
f value (“days”).

o If the probability that at least two people have the same number
is 50%) the& 1.18/n.
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Generalized Birthday Problem

pert)n e

PB) 2 - e

2
2

=
-~ 2n

PLA): 0.y

hl
e~ &

—o.&
:,) A 2 m)_

AN
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Application: Hash Table

@ A commonly used data structure for fast information retrieval

@ Example: store people’s name. For each people x, a hash
function h is computed.

@ h(x): the location that will be used to store x’s name.

elements hash function hash table
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Hash Collision N ey
— [— " ak
e Collision: x # y, but h(x) = h(y) (> 1 locations has > 2 names

stored there)

@ Given k people (different names) and n locations, what is the
probability of occurrence of hash collision?

—

D
1
/=
e
5
—a €
o

elements hash function hash table separate chaining zone
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Application: Cryptographic Hash Function

@ A map which “scrambles” long strings (message) into m-bit

“hashes” (digest).

—_—

——

@ Example 1: MD (Message-Digest Algorithm) 5 (bittorrent) with

m =

e Example 2: SHA(Secure Hash Algorithm)-1 (SSL,PGP) with
(160)

digits long.
Input

Fox

red fox
jumps over
he biue doy

The red fox
jumps ouer
the blue dog

The red fox
jumps oevr
the blue dog

The red fox
jumps oer
the blue dog

cffptographic
hash
function
cryptographic
hash

function

cryptographic
hash
function
cryptographic

hash
function

cryptographic
hash
function

Digest
DF 3454 BBEA 788A 751A
696C 24D9 7009 CA99 2D17

0086 46BB FBTD CBE2 823C
ACC7 6CD1 90B1 EEGE 3Aj

8FD8 7558 7851 4F32 DIC6
76B1 79A9 ODA4 AEFE 4819

'CD3 7FDB 5AF2 C6FF J15F
401 COA9 7D9A 46AF/FB45

D589/4C75 4BF4

8ACA
1799 7D88 BCF8 92B9 6A6C
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Cryptographic Hash Function

@ A good cryptographic hash function f has two properties:

» Given the hash (M) of a message string M, it's
computationally infeasible to recover M.
» It's computationally infeasible to find a “collision”, meaning a

pair of distinct messages M1 =2 M2 such that f(M1) = f(M2).

—
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The Birthday Attack

@ Suppose we try toj'/‘rbreak” a hash function by finding a collision
(forged digital signature).

@ One method: take a huge number of messages M, hash them
all, and hope to find two with the same hash value. -

@ Now how many messages would you have to try before there was
at least a 50% chance of finding two with the same hash?

en @and@tz WFW SHA-1, k aé 280.5
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The Birthday Attack

m
<<2%
S

@ The birthday attack: trying to find collisions by testing many
random messages.

@ A cryptographic hash function is broken: when is a way of
finding collisions much faster than the Birthday Attack method.

@ SHA-1 is now broken: Xiaoyun Wang find a SHA-1 collision with
ests in 2005, then ests later (compared to 2% tests by

the birthday attack).
@ Now SHA-2 (m=256) and SHA-3 (m=512) are on the way.

—~—
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Summary of Counting

Choose k elements from a set with n elements (choose k objects out
of n distinguishable objects), the number of possible ways:

Order Matters Order Not Matter
with replacement _(n"/
without replacement | @(n—1)---(n— k + 1) ?
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Unordered Sampling without Replacement
o WP PR

NnN=3 ;(Cub,cj

)y ke esh, ped g

—_—

@ also called Combination
’-’———_/'

{fayb } =3 j 61 a
@ k-combination: choose a k-element subset of a set with n
elements

N nodeg

(L)

Commplete Frupy
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Binomial Coefficient

Definition

For any nonnegative integers k and n, the binomial coefficient (7),
read as m& subsets of size k for a set of

size n.

—\
nn-y .. (n-ktt) b @
ol —
Theorem '

For k < n, we have

— <n> :m-(n—k—i—l)

k\ k!
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Binomial Theorem

(%t4) x octg) 4. L (Key )
Theorem

—_———
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Multinomial Theorem Gm with o people

)

h n «
( h) = - Grouwp A Growp B

L)onk)! /l X

n 4 Nn-e
Ck,ngh) Z (1)

A Tecnn wth lo pesples

E: E
Vice dril (ake .
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Multinomial Theorem /A fean "f n pesple .

-~ Ny

n n 'I 1‘ /l\f\\ r @w/;.
C‘l VEAVIN «ny') ~

A

Ner

LoE e e

——1
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Story Proof: The Team Captain % 9 of 7 pecpie

4

A Choogo a f \7[
Tl
6&54)
For any positive integers n and k with k < n, 3" e tecn
LHS . RHsS jj 3 e
n— n o u the
g.on =k Right
bepe Hond Side (k - 1) (k> Hnd Captioy,
Sede
LH4> " RHS . 0
C “LE) oy
—_—
C“P‘t 0y r . [ean ohons. frst

Capt)
Te'&""" Menmherd Secswd | plin Second .
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Story Proof: Vandermonde's Identity
S’ror)l - M Mén Ghosse

n Wome.., On—+ 7‘ e
n.

A famous relationship between binomial coefficients, called
Vandermonde's identity, says that

LU RHS.
k
") 20
( k NI Nk
L M+n
HS )
RU s - )‘ Men [ b; women, (0S)SK
n
> (7)65)
jzo
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Summary of Counting

Choose k elements from a set with n elements (choose k objects out
of n distinguishable objects), the number of possible ways:

MS Order Not Matter

with replacement e ?
without replacement | n(n—1)---(n— k + 1) ()
v N

Ziyu Shao (ShanghaiTech) Lecture 1: Probability and Counting September 24, 2024 42 /75



Unordered Sampling with Replacement

n= 3 J ]Sarb/ CS

k:l)‘ =) {a, a; ,fﬁ,b}, ﬁ(,c%//atcg/ lfﬂ/tg/ /ia}

@ How many ways are there to choose k times from a set of n
objects with replacement, if order doesn’t matter (we only care
about how many times each object was chosen, not the order in

i ?
which they were chosen)? Ja, ¢} € 09,%0,%3) (2, 0,0 )

@ also called “Bose-Einstein Counting”

7(' N :ﬁ-rfa chsse.. fa,&,}@ (X,%.,%) =l o)

) o b ..
Xy - Jjb/c% <) (an;,)@) AR
;. c
4 Xl'i'Xz‘f‘Xj Q,Qj X‘:Za
‘/\/\w
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Equivalent Problem

Choose R thwes  ont ’f
X1

(| oty of s
n ebjecs
:l:k \.7][ G’th (ij\ffe} CA“"S&A

—

CI\(L’,SA)
XitXat T Xp=4p

5 X
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Equivalent Problem r<5 . n=2 X, ¥ >0

Theorem
There aristinct positive integer-valued vectors
(x1, X2, . .., X5 ) satisfying the equation

X1+ Xxp + - —I—x,,—rx,>01—12

67 O @

f}l‘m:}

O O

N~ bing
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Bose-Einstein Counting
Xi+ Xet o+ X, -k X2 o " Teptn,
yc =Xz >

fe = XS

/\ﬂf%
Xl‘f)(l*v-(—\h\:k <—‘:J y]‘f“/;_+~+y,, = Nt (Xi+..+X,)
Theorem -~ n+R

F=ngy
distinct nonnegative integer-valued vectors

(x1, X2, satisfying the equation
xx+xo+ - +x,=k,x;>0,i=1,2,...,n.
e —— 4
—

N —~

C tR fj ~ ( N+ k—| j

N=f -
—_—
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Ji= X -2\ 2

Example
Ji=x-4 |21
hoan-7]2
Vp- x4y 2 )

How many distinct positive integer-valued vectors (xi, X2, X3, X4)
satisfying the equation

@x3+x4=88 where x; > 3,x% > 5,x3 > 8, x; > 10.

—

Yoo ~ 08 22 =44

ééA
%-//) = ( %r)
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Solution
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Example: Multinomial Expansion
2
’P. (X""YL)Z = )f\;—/-@x/x; + X).2 X X)_D

—

s
2 - (X‘Af-xljz - X 2 2 3
Mot 3K X, 14X + X,
N ore PRI
X' S )R,
How many terms are there-imthe multinomial expansion of

(x1+x2+...4+x)"

—

(X+ >(L—§‘-/f'~>(f/n
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Summary of Counting

Cnﬂz»)
(o) =(0) é“*“)//

Choose k objects out of n objects, the number of possible ways:
. pDth-|
- ( n-t /
Order Matters Order Not Wgtter

with replacement n ("
without replacement | n(n—1)---(n— k + 1)

\/ kly
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Outline

© Other Non-Axiomatic Definitions of Probability
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Geometric Probability: Infinite Sample Space

@ Geometric probability is a tool to deal with the problem of
infinite outcomes by measuring the number of outcomes
geometrically, in terms of geometric measure such as length,
area, or volume.

@ Equally likely means the probability of falling into some
geometric region is proportional to the measure of such region
including length, area, or volume.

@ Given a sample space S, the probability of event A occurring is
P(A) : where M(-) is the measure of geometric region.
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Example: 1-dimensional Geometric Probability
&
o ( 2 3 )(6(0/ 3]

X is a random real number between 0 and 3. What is the probability
that X is closer to 0 than it is to 17

‘@L}%‘t A - b X\(U"$'“
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Solution

o5
| | | ! | |
| ! | ! | ! |
0.0 0.5 1.0 15 2.0 2.5 3.0
Total Outcomes
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Example: 1-dimensional Geometric Probability

Llent A= 95 @

?LA); o ( 2
/)\»{hg(.l,(e Mé)
X is a random real number between 1 and 2. What is the probability
that X is equal to 1.57

PIX=1.5)= 0

—_—

vt BEP . pup)eo
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&)

Solution 1’“/
(m\@_v
l‘f}_,pd “i)ﬂ%’l 2‘“ "C"/“T‘/ (gh(/
o s, -
oL ) G, ), - e
) [
_)0. P()(—(Cizl‘blt:}) = - = 28t

AN+

e ) [ S €A,

30 : A = [t )NH I+

g

05[)(7(:/,5) \(P(X{A/«)"J— Ox>(

2Nt |

NZeo | = —6) =D plris) = p

_—
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Example: 2-dimensional Geometric Probability
S=/y). xéffl//]]yéf—m)}
ooy s x%yta b

A =

A point is chosen (uniformly at random in the square. What is the

probability that it will land within the circle?

1,1

(=1,-1)

a,n PCA)
M(A)
Mis)

Area )

b

1,-1)
/*TZ(; L_{)
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Solution

Ziyu Shao (ShanghaiTech)

Lecture 1: Probability and Counti




Probability: A Statistical Defintion

@ The frequentist view: probability represents a long-run frequency

over & large number of repetitions of an experiment.

@ if we say a coin has probability 1/2 of Heads, that means the
coin would land Heads 50% of the time if we tossed it over and
over and over.

@ However, the frggueng may not exist in general.

@ Now as the intuition behind the Monte Carlo Computing
Method.

—
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Probability: A Subjective Defintion

@ Probability represents a degree of(beliefabout _the event in

question. —

—_—

@ So we can assign probabilities to hypotheses like “candidate A

will win the election” or “the d dant is guilty” even if it isn't

possible to repeat the same election or the same crime over and
over again.

@ Related to Logic, Philosophy, and Psychology.
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Outline

@ Axiomatic Definition of Probability
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Axioms for Events

Definition
Given a sample space S, the class of subsets of S that constitute the
set of events satisfies the following axioms:

@ S is an event

© For every event A, the complement A€ is an event.

-— .
© For every sequence of events A;, Ay, ..., the union Uf; Aj is an
t
event.

v
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General Definition of Probability

Definition
A probability space consists of a sample space S and a probability

fufiction P which takes an event A C A C S asinput and returns P A), a

real number between 0 and 1, as output “output. The function P must satlsfy
the following axioms: -

Q@ P(0) =0 P(S) =
Q If AL A, ... are@isjoint vents, then
P(LJA) =D PA)
j=1 j=1

(Saying that these events are disjoint means that they are
mutually exclusive: A; N A; = () for i # J.
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Properties of Probability @ 8= AU (81aY
O P(AUAC)QPCS):{ p%’j:ﬂf“)?@

B
PAITPa) = e D 2
= PE )= -pA) Cﬁ// Zpa)

Probability has the following properties, for any events A and B:

Q P(A)=1-P(A).
@ [FAC B, then P(A) < @ o)

o P(AUB):P(A')T_TP(AmB) AV (BAY)
= PUAD +P(BaAC)

=pA) ‘hmB/'P(AnE)

S P +pwp)
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. : A2 g
Example: Bonferroni's Inequality

&) =p(ain. An) < 1=Phppth)-  —phn) en-/

(VW'~
S P ) € () 1 Trpw) « T ]
2y _
AU Vh,) S PA Ao ) 4o w4 p(X :
Theorem ‘ S “M")\/
For any n events A, ..., A,, we have
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Proof
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Inclusion-Exclusion Formula

For any events Aq,... A,

P(O Aj) = Z P(A) — Z P(AiNA) + Z P(AiNA; N Ax)
i—1 : i<i i<j<k
+ o (-D)"™PALN N A).
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Example: De Montmort’'s Matching Problem

o ,
(7 Az =V de 1t Grd on the deck pus the label "
el
MU}M”) = Al uAJ l/UAn lL(q{ (w't e
CMJ m"‘{‘}‘b'“

Consider a well-shu f n cards, labeled_1 thraugh n. You flip

over the cards one by one, saying the numbers 1 through n as you do
so. You win the game if, at some point, the number you say aloud is
the same as the number on the card being flipped over (for example,
if the 7th card in the deck has the label 7). What is the probability of

winning? A
_lo_ P(LJM) :PLA‘ U4 ) IP‘A) [S: 04‘/‘/11) A
gcn pLA\(‘/!A'

N (n-U‘l noh)

PlAz) =0 = —3

(n-2)!

Plhvat) = —=— =105, (1)

L..Tr)
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Solution 3

P(/l,w-/l..)

(l nn- t

1—( ) £n3)'

- |-
h—=

T 'ann—é
e‘{ - l_/ s
- T2+ "bL\f/’"T
»-e-
> S s A
nw~) /3

—
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Solution

N #of (ard oty
P k2o

n-)

LS p=k) =

e -/

—

/L )

P55 Approt,.
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Summary 1: Events & Numbers

2
V}{hai ca?n aooo
appen: 0000
(o] J-1-]
4
events numbers
A P(A)
not A P PA)=1-PA)
A and B P(ANB)
AorB P(AUB) = P(A) + P(B) — P(AnB)
something happened PS) =1
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Summary 2: Probability Space

Probability
law
g L0
Sample space
(Set of possible outcomes)

Events
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Summary 3: The Role of Probability & Statistics

A framework for analyzing phenomena with uncertain outcomes:
@ Rules for consistent reasoning

@ Used for predictions and decisions

Predictions (

Probability theory
Real world L

(Analysis)

Decisions

Data Models

Inference/Statistics
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